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Privacy Notice 
 

Regarding the data processing activities related to the IT and Campus customer service of MOL IT&Digital GBS Ltd. ("Customer Service") 
 

 
 

The name and purpose of 
data processing. 
 
 

The legal basis for data 
processing. 
 

The scope and source of the processed data. 
 

The duration of data 
processing. 
 

Data Processor and Data Processing Activities. 
 

1. Recording of 
telephone conversations 
with the IT and Campus 
Customer Services of MOL 
IT&Digital GBS Ltd. for the 
purpose of correcting 
errors reported by the 
customer by phone, 
fulfilling requests, 
answering information 
requests, administering 
these, and handling 
related complaints. 

 
Handling of user reports 
and requests, during which 
MOL IT and its contracted 
external partners correct 
errors, handle equipment 
and authorization 
requests, software 
installations, and other IT 
problems, and respond to 
complaints related to 
these. 
 
In addition to these, 
handling of retail reports 
outside working hours, for 
which more detailed 
information can be found 
in the relevant document 
of the Card Customer 
Service. 
 

Article 6(1)(f) of the GDPR 
(data processing is 
necessary for the purposes 
of the legitimate interests 
pursued by MOL IT&Digital 
GBS Ltd. and MOL Plc.). 
 
A short notice is available 
at the beginning of the 
telephone conversation. 
The summary text of the 
short notice can be listened 
to by selecting the 
appropriate telephone 
menu option or the full text 
can be read on the website: 
link available on the MOL IT 
Portal. 
 
The legitimate interest: 
more efficient handling of 
reports and complaints, 
ensuring that the 
necessary information is 
available for cases that 
cannot be resolved 
immediately. 
 
The legitimate interest 
assessment is available by 
clicking here. 
 

The audio recordings of calls received and made through 
the Customer Service call centers. The recordings include 
the voices of employees, filling station operator partners' 
employees, possibly external people, and customer service 
representatives. 
 
In case of reports, the following may also be recorded: 
 
Name, phone number, voice, email address, call 
identification number, information provided during the 
call, information provided in the ticket, user ID in the 
computer system, diagnostic and IT device identifiers (e.g., 
serial number, IP address, access card EPC code, MOL ID, 
network name, MAC address, SAP device number, IMEI 
number, MEID, ICCID, eID, SMBIOS GUID, license key), 
employee number, name of the supervisor, position, 
location, employer, organizational unit, digital certificate 
data, PIN code used for printing, company name, personal 
vehicle license plate number. 
 
Source of data: data provided by the customer and the 
MOL registration system. 
 

The given audio recording 
and related personal data 
are retained by MOL 
IT&Digital GBS Ltd. for 5 
years for the purpose of 
enforcing potential civil or 
labor law claims of MOL 
IT&Digital GBS Ltd. or MOL 
Plc. (according to Section 
6:22 (1) of Act V of 2013 on 
the Civil Code), such as 
applying labor law measures 
against the employee 
performing customer service 
tasks or the employee calling 
the IT customer service, as 
well as for defending against 
potential civil or labor law 
claims of the data subjects. 
 
For more details, see the 
data processing purpose 
"Retention of data related to 
communication with 
customers and other data 
subjects by the Customer 
Service for the purpose of 
enforcing legal claims and 
successful defense in legal 
disputes or administrative 
proceedings." 
 

PRODIÁK School Cooperative – handling call center 
recordings, emails, and work orders opened in the MOL IT 
reporting system (headquarters: 7624 Pécs, Ferencesek 
Street 52, email address: ugyfelszolgalat@prodiak.hu) 
 
HD Direkt Hungary Ltd. – handling call center recordings, 
emails, and work orders opened in the MOL IT and Campus 
reporting systems (headquarters: 1087 Budapest, Baross 
Square 1, building 3, floor 3, room 14). 
 

2. Recording of errors 

reported by the customer 

via email, the MOL IT and 

MOL Campus reporting 

systems, in person, or by 

phone in the ticketing 

system for the purpose of 

correction, recording 

Article 6(1)(f) of the GDPR 
(data processing is 
necessary for the purposes 
of the legitimate interests 
pursued by MOL IT&Digital 
GBS Ltd. and MOL Plc.). 
 
The legitimate interest: 
more efficient handling of 

Name, phone number, email address, email content, email 
attachments, email subject, email history, names and email 
addresses of additional email recipients, call identification 
number, information provided during the call, information 
provided in the ticket, user ID in the computer system, 
diagnostic and IT device identifiers (e.g., serial number, IP 
address, access card EPC code, MOL ID, network name, 
MAC address, SAP device number, IMEI number, MEID, 
ICCID, eID, SMBIOS GUID, license key), employee number, 

MOL IT&Digital GBS Ltd. 
retains the work order 
recorded about the report 
or request, as well as the 
email or letter on which it 
is based, for 5 years 
(according to Section 6:22 
(1) of the Civil Code), for 
the purpose of enforcing 

PRODIÁK School Cooperative – handling call center 
recordings, emails, and work orders opened in the MOL IT 
reporting system (headquarters: 7624 Pécs, Ferencesek 
Street 52, email address: ugyfelszolgalat@prodiak.hu). 
 
INVITECH ICT Services Ltd. – handling emails and work 
orders opened in the MOL IT reporting system 
(headquarters: 1013 Budapest, Krisztina Boulevard 39, 
phone number: +36 1 873 6996 (available on working days 
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The name and purpose of 
data processing. 
 
 

The legal basis for data 
processing. 
 

The scope and source of the processed data. 
 

The duration of data 
processing. 
 

Data Processor and Data Processing Activities. 
 

requests for their 

fulfillment, administering 

information requests, and 

handling related 

complaints. 

Handling of user reports 

and requests, during which 

MOL IT and its contracted 

external partners correct 

errors, handle equipment 

and authorization requests, 

software installations, and 

other IT problems, and 

respond to complaints 

related to these. 

 

Storing email messages for 

the purpose of following up 

on written support 

requests and investigating 

subsequent complaints. 

 

Operating the email system 

and ensuring its secure 

operation, as well as 

managing technical log data 

related to system usage, 

preventing misuse, and 

troubleshooting system 

errors. 

 

In addition to these, 

handling retail reports 

outside working hours, for 

which more detailed 

information can be found in 

the relevant document of 

the Card Customer Service. 

reports and complaints, 
ensuring that the 
necessary information is 
available for cases that 
cannot be resolved 
immediately. 
 
The legitimate interest 
assessment is available by 
clicking here. 
 

name of the supervisor, position, location, employer, 
organizational unit, digital certificate data, PIN code used 
for printing, company name, personal vehicle license plate 
number. 
 
Source of data: data provided by the customer and the 
MOL registration system. 
 

potential civil or labor law 
claims of MOL IT&Digital 
GBS Ltd. or MOL Plc. (for 
example, applying labor 
law measures against the 
employee performing 
customer service tasks or 
the employee sending a 
complaint to the IT 
customer service), as well 
as for defending against 
potential civil or labor law 
claims of the data subjects. 
The data will be deleted in 
the second week of 
December of the 5th year 
from their recording or 
receipt. 
 

from 9:00 to 17:00), email: vip@invitech.hu, website: 
www.invitech.hu). 
 
Konica Minolta Hungary Ltd. – on-site and remote support 
and maintenance of printers provided by Konica-Minolta 
(headquarters: 1117 Budapest, Galvani Street 4, mailing 
address: 1117 Budapest, Galvani Street 4, email: 
info@konicaminolta.hu, website: www.konicaminolta.hu). 
 
Magyar Telekom Plc. – support related to SIM cards 
provided by Magyar Telekom Plc. (subscriber and customer 
data) (headquarters: 1097 Budapest, Könyves Kálmán 
Boulevard 36). 
 
Telekom System Integration Ltd. – ensuring the network 
of Hungarian filling stations contracted with MOL Plc. 
Operating conference and audiovisual systems on the MOL 
Campus (headquarters: 1097 Budapest, Könyves Kálmán 
Boulevard 36). 
 
Microsoft Corporation – providing M365 services. 
 
Effective Group Informatics Ltd. – operating the MOL IT 
reporting system (headquarters: 1124 Budapest, Apor 
Vilmos Square 11-12, 1st floor, door 2.08). 
 
National Toll Payment Services Plc. – data processing 
related to highway vignettes (headquarters: 1134 
Budapest, Váci Road 45/B). 
 
Maxtel Consulting 2000 System Development Ltd. – 
responsible for the maintenance and development of 
certain software (e.g., Worx) used at filling stations 
contracted with MOL Plc. (headquarters: 8651 
Balatonszabadi, Árpád Street 9). 
 
Datapac – software operation of terminals located at filling 
stations contracted with MOL Plc. (headquarters: Dublin, 
Wexford, Cork, Belfast, phone number: +353 1 415 6000, 
email: info@datapac.com, website: www.datapac.com). 
 
SENSO-MEDIA Plc. – support for self-service columns 
located at filling stations contracted with MOL Plc. 
(headquarters: 1116 Budapest, Kondorfa Street 10). 
 
Handav Ltd. – support for terminals located at filling 
stations contracted with MOL Plc. (headquarters: 1023 
Budapest, Frankel Leó Road 45, 4th floor). 
 
Diebold-Nixdorf Ltd. – on-site and remote support for cash 
registers located at filling stations contracted with MOL Plc. 
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The name and purpose of 
data processing. 
 
 

The legal basis for data 
processing. 
 

The scope and source of the processed data. 
 

The duration of data 
processing. 
 

Data Processor and Data Processing Activities. 
 

(headquarters: 2220 Vecsés, Lőrinci Road 59). 
 
MOL Campus Ltd. – 

- Registration and admission of visitors 
- Operating the meeting room booking system 
- Managing smart locker usage data 
- Technical monitoring related to office supply 

vending machines 
- Managing customer service and fault reporting 

systems 
- Performing tasks related to parking operation 

(headquarters: 1117 Budapest, Dombóvári Road 
28). 
 

HD Direkt Hungary Ltd. – handling call center recordings, 
emails, and work orders opened in the MOL IT and Campus 
reporting systems (headquarters: 1087 Budapest, Baross 
Square 1, building 3, floor 3, email: 
kapcsolat@hddirekt.com). 
 
B+N Referencia Plc. – handling fault reports and requests 
related to the Campus building (headquarters: 3644 
Tardona, Katus Hill 1, OFFICE: 1133 Budapest, Váci Road 
116-118, TOWER 1, 15th floor, open on working days from 
9:00 to 16:00). 
 

3. Prevention, 

detection, and investigation 

of fraud and abuse related 

to reports, and examination 

of behaviors violating the 

MOL Group's Code of Ethics 

and Business Conduct and 

the Partner Code of 

Conduct. 

The MOL Group's Code of 

Ethics and Business 

Conduct, the Business 

Partner Code of Ethics, and 

the Ethical Council's Rules 

of Procedure ("Code of 

Ethics") apply to the 

prevention and 

investigation of fraud and 

abuse, which can be found 

below: 

The data protection notice 
for the ethical procedure is 
available at: 
https://molgroup.info/stor
age/documents/sustainabi
lity/visszaeles-bejelentes-
adatkezelesi-
tajekoztato.pdf. 
 

   

https://molgroup.info/storage/documents/sustainability/visszaeles-bejelentes-adatkezelesi-tajekoztato.pdf
https://molgroup.info/storage/documents/sustainability/visszaeles-bejelentes-adatkezelesi-tajekoztato.pdf
https://molgroup.info/storage/documents/sustainability/visszaeles-bejelentes-adatkezelesi-tajekoztato.pdf
https://molgroup.info/storage/documents/sustainability/visszaeles-bejelentes-adatkezelesi-tajekoztato.pdf
https://molgroup.info/storage/documents/sustainability/visszaeles-bejelentes-adatkezelesi-tajekoztato.pdf
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The name and purpose of 
data processing. 
 
 

The legal basis for data 
processing. 
 

The scope and source of the processed data. 
 

The duration of data 
processing. 
 

Data Processor and Data Processing Activities. 
 

https://mol.hu/hu/molrol/

etika-es-megfeleles/etika/ 

4. Retention of data 

related to communication 

with users, customers, and 

other data subjects by the 

Customer Service for the 

purpose of enforcing legal 

claims and successful 

defense in legal disputes or 

administrative proceedings. 

 

Article 6(1)(f) of the GDPR 
(data processing is 
necessary for the purposes 
of the legitimate interests 
pursued by MOL IT&Digital 
GBS Ltd. and MOL Plc.). 
 
The legitimate interest: 
enforcement of claims by 
MOL IT&Digital GBS Ltd. 
and MOL Plc., and 
successful defense in legal 
disputes or administrative 
proceedings potentially 
initiated by the customer. 
 
The legitimate interest 
assessment is available by 
clicking here. 
 

All personal data specified in the previous data processing 
purposes. 
 
Source of data: the data subject. 
 

The Company retains 
documents related to 
communication by the 
Customer Service (e.g., 
emails, letters, paper-
based inquiries) and other 
inquiries for 5 years 
following their receipt by 
the Customer Service 
(emails upon becoming 
accessible, telephone 
conversations upon 
recording) (according to 
Section 6:22 (1) of the Civil 
Code) for the purpose of 
enforcing potential civil or 
labor law claims of MOL 
Plc. and MOL IT&Digital 
GBS Ltd., as well as for 
defending against 
potential civil or labor law 
claims of the data subject. 
The data will be deleted in 
the second week of 
December of the 5th year 
from their recording or 
receipt. 
 
If the processing of any 
personal data is necessary 
for the defense in court or 
administrative proceedings 
initiated by the data 
subject or for the 
enforcement of the 
legitimate interests of MOL 
IT&Digital GBS Ltd. or MOL 
Plc., MOL IT&Digital GBS 
Ltd. or MOL Plc. is entitled 
to process the personal 
data of the data subject 
until the final conclusion of 
the proceedings or the 
enforcement of the 
legitimate interest by other 
means (e.g., out-of-court 
settlement) based on its 
own legitimate interest 

All data processors and data processing activities specified 
in the previous data processing purposes. 
 

https://mol.hu/hu/molrol/etika-es-megfeleles/etika/
https://mol.hu/hu/molrol/etika-es-megfeleles/etika/
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Legitimate interest assessments are available on the MOL IT Portal.  
 
Name, headquarters, phone number, website (where privacy notices are available), and email address of the data controller(s):  

- MOL Plc. (Headquarters: Budapest, Dombóvári Road 28, 1117, Phone number: +36-1-886-5000, ugyfelszolgalat@mol.hu, www.mol.hu, https://gp/group/gdpr/  

- MOL IT&Digital GBS Ltd. (Headquarters: Budapest, Dombóvári Road 28, 1117, Phone number: +36-1-886-5000, itu@mol.hu,[www.mol.hu, https://gp/group/gdpr/)  

The data controllers are considered joint controllers, within which they jointly determine the purpose and framework of data processing and are jointly responsible for data processing. The data controllers have a joint privacy notice.  
 
Contact person(s) of the data controllers: 

1. MOL Plc.: dpo@mol.hu 
2. MOL IT&Digital GBS Ltd.: ugyfelszolgalat@mol.hu 
 

The name and contact details of the data protection officer(s) at the data controllers:  
 
dpo@mol.hu 
 
Individuals authorized to access data at the data controller: 
 

- Recording of telephone conversations with the IT and Campus Customer Services of MOL IT&Digital GBS Ltd.  
o MOL IT&Digital GBS Ltd: Front Office Staff, Remote Desktop Management Expert, Remote Desktop Management Specialist, IT Customer Service Manager, IT Customer Service Group Leader, IT Customer Service Analyst 

- Handling and responding to written, email, telephone, MOL IT reporting system, or in-person reports and requests, as well as handling related complaints  
o MOL IT&Digital GBS Ltd: Front Office Staff, Remote Desktop Management Expert, Remote Desktop Management Specialist, IT Customer Service Manager, IT Customer Service Group Leader, IT Customer Service Analyst 

- Prevention, detection, and investigation of fraud and abuse related to reports, and examination of behaviors violating the MOL Group's Code of Ethics and Business Conduct and the Partner Code of Conduct: officers of the Ethics Committee 
(MOL Plc., MOL IT&Digital GBS Ltd.) 

- Retention of data related to communication with customers and other data subjects by the Customer Service for the purpose of enforcing legal claims and successful defense in legal disputes or administrative proceedings:  
o MOL IT&Digital GBS Ltd: Front Office Staff, Remote Desktop Management Expert, Remote Desktop Management Specialist, IT Customer Service Manager, IT Customer Service Group Leader, IT Customer Service Analyst 
o MOL Plc.: If MOL Plc. enforces or is subject to a legal claim, employees of the Regional Security, Group Security, Internal Audit, and Legal organizations of MOL Plc. have access to the personal data necessary for the investigation 

- If MOL Plc. enforces or is subject to a legal claim, employees of the Regional Security, Group Security, Internal Audit, and Legal organizations of MOL Plc. have access to the personal data necessary for the investigation. 
 

Data Processor(s) and other data controller recipient(s) name, headquarters, phone number, website (where privacy notices are available), and email address: 

- PRODIÁK School Cooperative – headquarters: 7624 Pécs, Ferencesek Street 52, email address: ugyfelszolgalat@prodiak.hu 

- HD Direkt Hungary Ltd. – handling call center recordings, emails, and work orders opened in the MOL Campus reporting system (headquarters: 1087 Budapest, Baross Square 1, building 3, floor 3, email: kapcsolat@hddirekt.com) 

- INVITECH ICT Services Ltd. (headquarters: 1013 Budapest, Krisztina Boulevard 39, phone number: +36 1 873 6996 (available on working days from 9:00 to 17:00), email: vip@invitech.hu, website: www.invitech.hu). A contracted partner of MOL 
Plc., where privacy provisions can also be found. 

- Telekom System Integration Ltd. (headquarters: 1097 Budapest, Könyves Kálmán Boulevard 36). A contracted partner of MOL Plc., where privacy provisions can also be found. 

- Maxtel Consulting 2000 System Development Ltd. (headquarters: 8651 Balatonszabadi, Árpád Street 9, mailing address: 8600 Siófok, Sió Street 74, email: info@maxtelgroup.net, website: www.maxtel.hu). A contracted partner of MOL Plc., 
where privacy provisions can also be found. 

The name and purpose of 
data processing. 
 
 

The legal basis for data 
processing. 
 

The scope and source of the processed data. 
 

The duration of data 
processing. 
 

Data Processor and Data Processing Activities. 
 

(Article 6(1)(f) of the 
GDPR). Furthermore, if it is 
not necessary to retain the 
entire written or electronic 
document recording the 
data, the Company is 
entitled to make an extract 
of the necessary data from 
the given document. 
 

mailto:dpo@mol.hu
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- Diebold-Nixdorf Ltd. (headquarters: 2220 Vecsés, Lőrinci Road 59, mailing address: 1138 Budapest, Népfürdő Street 22, building B, floor 11, email: info.hungary@dieboldnixdorf.com, website: https://www.dieboldnixdorf.com/en-us A contracted 
partner of MOL Plc., where privacy provisions can also be found. 

- Konica Minolta Hungary Ltd. (headquarters: 1117 Budapest, Galvani Street 4, mailing address: 1117 Budapest, Galvani Street 4, email: info@konicaminolta.hu, website: www.konicaminolta.hu). A contracted partner of MOL Plc., where privacy 
provisions can also be found. 

- B+N Referencia Plc. (headquarters: 3644 Tardona, Katus Hill 1, OFFICE: 1133 Budapest, Váci Road 116-118, TOWER 1, floor 15, open on working days from 9:00 to 16:00). A contracted partner of MOL Plc., where privacy provisions can also be 
found. 

- Microsoft Corporation: The service providers ensuring the operation of Microsoft 365 services are as follows: Microsoft Ireland Operations Ltd., One Microsoft Place, South County Business Park, Leopardstown Dublin 18, D18 P521, Ireland; 
Microsoft Corporation, One Microsoft Way, Redmond, Washington 98052 USA; Online contact: Ask questions about Microsoft privacy – Microsoft privacy; During the use of Microsoft 365 services, personal data may be processed in countries 
outside the EU that do not ensure the level of data protection defined by the GDPR. Regarding the collection, transfer, and processing of personal data in countries outside the EU, Microsoft Corporation ensures the protection of personal data 
with the standard contractual clauses approved by the EU Commission in its decision 2021/914/EU on June 4, 2021. 

- Datapac (headquarters: Dublin, Wexford, Cork, Belfast, phone number: +353 1 415 6000, email: info@datapac.com, website: www.datapac.com). A contracted partner of MOL Plc., where privacy provisions can also be found. 

- SENSO-MEDIA Plc. (headquarters: 1116 Budapest, Kondorfa Street 10, email: info@sensomedia.hu, website: www.sensomedia.hu). A contracted partner of MOL Plc., where privacy provisions can also be found. 

- Magyar Telekom Plc. (headquarters: 1097 Budapest, Könyves Kálmán Boulevard 36, phone number: +36 1 447 4444, email: info@telekom.hu, website: www.telekom.hu). A contracted partner of MOL Plc., where privacy provisions can also be 
found. 

- Effective Group Informatics Ltd. (headquarters: 1124 Budapest, Apor Vilmos Square 11-12, 1st floor, door 2.08, email: info@effectivegroup.hu, website: www.effectivegroup.hu). A contracted partner of MOL Plc., where privacy provisions can 
also be found. 

- National Toll Payment Services Plc. (headquarters: 1134 Budapest, Váci Road 45/B, phone number: +36 36 587 500, email: ugyfel@nemzetiutdij.hu, website: www.nemzetiutdij.hu). A contracted partner of MOL Plc., where privacy provisions 
can also be found. 

- Handav Ltd. (headquarters: 1023 Budapest, Frankel Leó Road 45, 4th floor, phone number: +36 1 920 2472, email: info@handav.hu, website: www.handav.hu). A contracted partner of MOL Plc., where privacy provisions can also be found. 

- MOL Campus Ltd. (headquarters: 1117 Budapest, Dombóvári Road 28, website: www.mol.hu, https://gp/group/gdpr/). Acts as a data controller exclusively in connection with data processing related to the Campus customer service. 

 

The contact person(s) for the Data Processor(s) and other data controller recipient(s): 

- PRODIÁK School Cooperative – email address: ugyfelszolgalat@prodiak.hu 
- INVITECH ICT Services Ltd. – email: vip@invitech.hu 
- HD Direkt Hungary Ltd. – email: kapcsolat@hddirekt.com 
- Maxtel Consulting 2000 System Development Ltd. – email: info@maxtelgroup.net 
- Invitech Solutions Plc. – email: vip@invitech.hu 
- T-Systems Hungary Plc. – email: info@t-systems.hu 
- Konica Minolta Hungary Ltd. – email: info@konicaminolta.hu 
- Diebold-Nixdorf Ltd. – email: info.hungary@dieboldnixdorf.com 
- B+N Referencia Plc. OFFICE: 1133 Budapest, Váci Road 116-118, TOWER 1, floor 15, open on working days from 9:00 to 16:00 
- Microsoft Corporation – email: dpo@microsoft.com 
- Datapac – email: info@datapac.com 
- SENSO-MEDIA Plc. – email: info@sensomedia.hu 
- Magyar Telekom Plc. – email: dpo@telekom.hu 
- Effective Group Informatics Ltd. – email: info@effectivegroup.hu 
- National Toll Payment Services Plc. – email: ugyfel@nemzetiutdij.hu 
- Handav Ltd. – email: info@handav.hu 

The name and contact details of the data protection officer(s) at the data processors: - 

Individuals authorized to access data at the data processors: the relevant staff involved in service provision 

Processing of special personal data for the purpose defined in this Notice: no special personal data is processed. 

Transfer of data to a third country: no data transfer to a third country occurs. 

The fact of automated decision-making, including profiling, and at least in these cases understandable information about the logic used and the significance and expected consequences of such data processing for the data subject: no automated 
decision-making or profiling occurs. 

https://www.microsoft.com/hu-hu/privacy/privacy-support-requests
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Data Security Measures:  

Data Security Principles: 
- MOL protects the business information, intellectual property, personal data, and assets it manages. To this end, the company operates an extensive information security control system to prevent accidental or intentional damage and 

unauthorized access. 
- As an outsourced activity, the information security controls of the MOL Group are carried out by the Cyber Defense Center (CDC) of MOL IT & Digital GBS Ltd., under strict security measures. 
- Information security controls operate predominantly with automated tools using pattern recognition, with human intervention occurring following alerts from automated tools or during focused inspections. 

 

Data Security Measures: 

Information Security Management System Ensuring the confidentiality, integrity, and availability of organizational information through the implementation of policies, processes, process descriptions, organizational 
structures, software, and hardware functions. 

Physical Access Ensuring the protection of physical devices containing data related to the MOL Group. 

Logical Access Ensuring that only approved and authorized users can access data used by MOL Group companies. 

Data Access Ensuring that only individuals authorized to use the systems can access the corporate data of the MOL Group. 

Data Transmission/Storage/Destruction Ensuring that unauthorized people cannot transmit, read, modify, or delete the corporate data of the MOL Group during transmission or storage. Additionally, ensuring the 
immediate deletion of the MOL Group's corporate data when the processing purpose ceases. 

Confidentiality and Integrity Ensuring that the corporate data of the MOL Group is handled confidentially and updated during processing, and maintaining their integrity. 

Availability Ensuring that the corporate data of the MOL Group is protected from accidental destruction or loss, and that in the event of such incidents, the affected corporate data of the MOL 
Group is accessed and restored in a timely manner. 

Data Separation Ensuring that the data of MOL Group companies is handled separately from the data of other customers. 

Incident Management Minimizing the impact of any breach of the corporate data of the MOL Group and promptly notifying the owners of the corporate data of the MOL Group. 

Audit Ensuring that the processor regularly tests, examines, and evaluates the effectiveness of the technical and organizational measures outlined above. 

Your rights regarding data processing:  

Your data protection rights and remedies, and their limitations, are detailed in the GDPR (particularly Articles 15, 16, 17, 18, 19, 20, 21, 22, 77, 78, 79, and 82). You can request information about your data at any time, request the correction, deletion, 
or restriction of their processing, object to data processing based on legitimate interest and the sending of direct marketing messages, and you have the right to data portability. Below, we summarize the most important provisions. 
 

Right to information:  

If the Data Controller processes personal data concerning you, the Data Controller is obliged to provide you with information - even without your request - about the main characteristics of the data processing, such as the purpose, legal basis, duration 
of the data processing, the identity and contact details of the Data Controller and its representative, the recipients of the personal data (with the indication of appropriate and suitable safeguards in the case of data transfer to a third country), the 
legitimate interest of the Data Controller and/or third party in the case of data processing based on legitimate interest, and your rights and remedies related to data processing (including the right to lodge a complaint with the supervisory authority), if 
you do not already have this information. In the case of automated decision-making and profiling, the data subject must also be informed about the logic used and provided with understandable information about the significance and expected 
consequences of such data processing for the data subject. The Data Controller provides this information by making this notice available to you. 
 

Right of access:  

You have the right to receive feedback from the Data Controller on whether your personal data is being processed, and if such data processing is in progress, you have the right to access the personal data and certain information related to the data 
processing, including the purposes of the data processing, the categories of personal data concerned, the recipients of the personal data, the (planned) duration of the data processing, the rights and remedies of the data subject (including the right to 
lodge a complaint with the supervisory authority), and information on the source of the data if collected from the data subject. Upon your request, the Data Controller will provide you with a copy of the personal data undergoing processing. For 
additional copies requested by you, the Data Controller may charge a reasonable fee based on administrative costs. The right to request a copy must not adversely affect the rights and freedoms of others. The Data Controller will inform you about the 
possibility, method, potential costs, and other details of issuing a copy upon your request. In the case of automated decision-making and profiling, the data subject has access to the following information: the logic used, and the significance and expected 
consequences of such data processing for the data subject. 
 

Right to rectification:  

You have the right to request the Data Controller to rectify inaccurate personal data concerning you without undue delay. Considering the purpose of the data processing, you have the right to request the completion of incomplete personal data, 
including by means of providing a supplementary statement. 
 



 

 

C2 - INTERNAL 

C2 - INTERNAL 

Right to erasure:  

You have the right to request the Data Controller to delete your personal data without undue delay, and the Data Controller is obliged to delete your personal data without undue delay if certain conditions are met. Among other things, the Data 
Controller is obliged to delete your personal data upon your request if the personal data is no longer needed for the purpose for which it was collected or otherwise processed; if you withdraw your consent on which the processing is based and there is 
no other legal basis for the processing; if the personal data has been unlawfully processed; if you object to the processing and there are no overriding legitimate grounds for the processing; if the personal data must be erased to comply with a legal 
obligation in Union or Member State law to which the Data Controller is subject; or if the personal data has been collected in relation to the offer of information society services. 
If the data processing is based on your consent, the consequences of withdrawing consent: Please note that the withdrawal of consent does not affect the lawfulness of processing based on consent before its withdrawal. 
 

Right to restriction of processing:  

You have the right to request the Data Controller to restrict processing if one of the following applies:  
a) You contest the accuracy of the personal data, in which case the restriction applies for a period enabling the Data Controller to verify the accuracy of the personal data;  

b) the processing is unlawful, and you oppose the erasure of the personal data and request the restriction of their use instead;  

c) the Data Controller no longer needs the personal data for the purposes of processing, but you require them for the establishment, exercise, or defense of legal claims; or  

d) you have objected to processing; in this case, the restriction applies pending the verification of whether the legitimate grounds of the Data Controller override your legitimate grounds. 

If processing has been restricted based on the above, such personal data shall, with the exception of storage, only be processed with your consent or for the establishment, exercise, or defense of legal claims, or for the protection of the rights of another 
natural or legal person, or for reasons of important public interest of the Union or of a Member State. 
If the restriction of processing is lifted, the Data Controller will inform you in advance. 
 

Right to object:  

You have the right to object at any time, on grounds relating to your particular situation, to the processing of your personal data based on the legitimate interests of the Data Controller. In this case, the Data Controller shall no longer process the personal 
data unless the Data Controller demonstrates compelling legitimate grounds for the processing which override your interests, rights, and freedoms or for the establishment, exercise, or defense of legal claims. 
 

Framework for Exercising Rights:  

The Company will inform you without undue delay, but in any case within one month of receipt of the request, about the measures taken in response to your request concerning the rights listed above. If necessary, considering the complexity of the 
request and the number of requests, this deadline can be extended by an additional two months. The Company will inform you of the extension of the deadline within one month of receiving the request, along with the reasons for the delay. If you 
submitted the request electronically, the information should be provided electronically if possible, unless you request otherwise. 

If the Company does not take action on your request, it will inform you without delay, but no later than one month from the receipt of the request, of the reasons for not taking action and of your right to lodge a complaint with the competent data 
protection supervisory authority (in Hungary, the National Authority for Data Protection and Freedom of Information; "NAIH") and to seek judicial remedy. The contact details for NAIH are:  

Address: 1055 Budapest, Falk Miksa Street 9-11, mailing address: 1373 Budapest, PO Box 9,  

Phone: +36 1 391 1400, +36 (30) 683-5969 or +36 (30) 549-6838,  

Fax: +36-1-391-1410 Email: ugyfelszolgalat@naih.hu, website: http://naih.hu/ 

The above information must be provided by the Company in writing or by other means – including, where appropriate, electronically. Upon your request, oral information may also be provided, provided that your identity has been verified by other 
means. 

Without prejudice to other administrative or judicial remedies, you have the right to lodge a complaint with a supervisory authority – particularly in the Member State of your habitual residence, place of work, or place of the alleged infringement – if 
you consider that the processing of your personal data infringes the GDPR. You can find the contact details of supervisory authorities within the EU here: [https://edpb.europa.eu/about-edpb/board/members_hu](https://edpb.europa.eu/about-
edpb/board/members_hu). You have the right to an effective judicial remedy against a legally binding decision of a supervisory authority concerning you. You also have the right to an effective judicial remedy if the competent supervisory authority 
does not handle your complaint or does not inform you within three months of the progress or outcome of the complaint. Proceedings against a supervisory authority must be brought before the courts of the Member State where the supervisory 
authority is established. 

Without prejudice to any other administrative or non-judicial remedies, including the right to lodge a complaint with a supervisory authority, you have the right to an effective judicial remedy if you consider that your rights under the GDPR have been 
infringed as a result of the processing of your personal data in non-compliance with the GDPR. Proceedings against the Company or its data controller or data processor partner must be brought before the courts of the Member State where the Company 
or the data controller or data processor has an establishment. Such proceedings may also be brought before the courts of the Member State where you have your habitual residence. 

In Hungary, such cases fall under the jurisdiction of the regional courts. You can find information about the jurisdiction and contact details of the courts at the following website: www.birosag.hu.  

Tel: +36 1 391 1400, Fax: +36-1-391-1410, Email: ugyfelszolgalat@naih.hu, Website: http://naih.hu/). The contact details of supervisory authorities within the EU can be found here: https://edpb.europa.eu/about-
edpb/board/members_hu.www.birosag.hu 

If the court (regional court) upholds the claim, it will establish the fact of the infringement and order the Company to cease the unlawful data processing operation, restore the lawfulness of the data processing, and ensure the exercise of the data 
subject's rights, and, if necessary, also decide on claims for damages and compensation. The court (regional court) may order the publication of its judgment – including the identification data of the Company – if the judgment affects a wide range of 
individuals or if the severity of the infringement justifies publication. 

http://naih.hu/

