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Recording of telephone conversations with the IT and Campus Customer Services of MOL
IT&Digital GBS Ltd., responding to information requests, administering these, and handling
related complaints

Data Management Information (hereinafter referred to as "Information Notice - table")

1. The legitimate interest of the data controllers:

e The scope of the data subjects: The voices of employees, filling station operator partners'
employees, possibly external people, and customer service representatives are recorded in
the audio recordings of calls received and made through the call centers of the Customer
Services.

e The nature of the data: The personal data of the data subjects as specified in the Customer
Service's data management information notice: as described in the section "Recording of
telephone conversations with the IT and Campus Customer Services of MOL IT&Digital GBS
Ltd."

e The purpose of data management: Handling user reports and requests, during which MOL
IT and its external partners resolve errors, handle device and authorization requests,
software installations, and other IT issues, as well as respond to related complaints. Outside
working hours, this also includes handling retail reports, for which more detailed
information is available in the relevant document of the Card Customer Service.

e Justification of the legitimacy of the interest, presentation of the legitimate interest: The
processing of personal data specified in the above sections of the Information Notice is
essential for recording telephone conversations with Customer Services, conducting
telephone communication, answering questions, and data reconciliation, for the more
efficient handling of reports and complaints, and to ensure that the necessary information
is available for issues that cannot be resolved immediately. These data management
operations thus constitute the legitimate business interest of the data controllers, as well
as the interest of customers and other data subjects engaging with Customer Services in
utilizing the service, handling their reports, and complaints.

2. The necessity of data processing:

e Clear and explicit demonstration that data processing is absolutely necessary, suitable,
and proportionate to achieve the interest: The processing of personal data referred to in
point 1 above is essential, undoubtedly suitable, and proportionate for recording telephone
conversations with Customer Services, conducting telephone communication, answering
questions, and ensuring data reconciliation. Recording telephone conversations with
Customer Services, conducting telephone communication, answering questions, and
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ensuring data reconciliation can only be guaranteed through the processing of these
minimally necessary personal data.

e Examination of whether there are alternative solutions that are less restrictive for the
data subject, which could achieve the data controller's interest: Are there alternative
solutions that could achieve the goal without processing personal data / with less
personal data processing / with personal data processing in another way?

The processing of the above personal data is absolutely necessary for recording telephone
conversations with Customer Services, conducting telephone communication, answering
qguestions, and ensuring data reconciliation, as recording telephone conversations with
Customer Services, conducting telephone communication, answering questions, and
ensuring data reconciliation cannot be achieved through alternative solutions involving less
personal data processing or other methods of personal data processing. Anonymizing
personal data or processing less personal data would make it impossible to record
telephone conversations with Customer Services, conduct telephone communication,
answer questions, and ensure data reconciliation. In line with the principle of data
minimization, the data controllers have already considered during the assessment of the
necessary personal data for recording telephone conversations with Customer Services,
conducting telephone communication, answering questions, and ensuring data
reconciliation, and during the development of the relevant procedures, that only the
personal data absolutely necessary to ensure the purpose of data processing should be
processed.

3. Examination of the effects of data processing and other security measures:

3.1. Examination of the effects of data processing:

e Presentation of the favorable and unfavorable effects of data processing for the data
subject. Does the data processing provide any advantage to the data subject? Does it
negatively affect the data subject or cause harm, intrusive interference with their rights:
Data processing is not restrictive from the perspective of the data subjects. The necessary
processing of personal data during the recording of telephone conversations with Customer
Services, conducting telephone communication, answering questions, and ensuring data
reconciliation provides advantages for customers and other data subjects mentioned above
— through proper communication, answering their questions, and ensuring data
reconciliation. Moreover, the processing of personal data does not involve harassment,
regular additional actions, or intrusive interference with their private life or rights.

e A more detailed examination of the data subject's reasonable expectations at the time of
data collection and whether they could reasonably expect that data processing would
occur due to the legitimate interest: Data subjects receive appropriate information about
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3.2

data processing on the MOL Group's GDPR website. Additionally, a brief notice is available
at the beginning of the telephone conversation. The detailed text of the brief notice can be
listened to by selecting the appropriate phone menu option or the full text can be read on
the MOL Group's GDPR website.

The method of data processing, including whether the data may be made public: The
method of data processing is transparent even before the data processing begins, and the
data controllers handle the data in a secure IT environment through employees adequately
trained in data protection and data security issues — see more: the section "People
authorized to access data at the data controller" in the Information Notice. The data
controllers take all reasonable data security measures to ensure that the personal data
processed during the recording of telephone conversations with Customer Services,
conducting telephone communication, answering questions, and ensuring data
reconciliation do not become public and that unauthorized third parties cannot access them
in any way.

Explanation of how the data controllers provide information to the data subject about
data processing and its interest. Is the information sufficiently clear and explicit? Data
controllers inform the data subject calling Customer Services via an automated message on
the phone line before connecting to the customer service and starting the voice recording
that their call will be recorded. The data subject can listen to an excerpt of the data
management information notice by selecting the appropriate phone menu option. The data
controllers provide detailed information to the data subjects through the Information
Notice — available at the above-mentioned internet access. Additionally, data subjects can
contact the data controllers with their questions through the contact details provided in the
Information Notice, and they can also contact the data controllers through these contact
details to exercise their data protection rights.

Explanation of whether the data subject has the opportunity to monitor or object to the
data processing: Data subjects can monitor the data processing according to the present
legitimate interest assessment test and the section "Your rights related to data processing"
in the Information Notice, and they are entitled to exercise their right to object.

Other security measures:

Data security measures: See the section "Data security measures" in the Information
Notice.

Limited duration of data processing: The data controllers, implementing the principle of
purpose-bound data processing, only process the data subject's personal data for as long
as necessary for recording telephone conversations with Customer Services, conducting
telephone communication, answering questions, and ensuring data reconciliation, or as
long as the relevant law allows for the enforcement of claims. Thus, the given voice
recording and related personal data are processed by MOL IT&Digital GBS Ltd. for 5 years,
according to Section 6:22 (1) of Act V of 2013 on the Civil Code ("Ptk.") and Sections 286
(1)-(2) of Act | of 2012 on the Labor Code ("Mt."), considering the enforcement of possible
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labor and civil law claims by the data controllers and the defense against possible civil and
labor law claims of the data subjects.

Restriction of access to data: The knowledge of the data subject's personal data is strictly
limited to those employees within the data controllers' organization who need to know the
personal data for recording telephone conversations with Customer Services, conducting
telephone communication, answering questions, and ensuring data reconciliation — see the
section "Right to restriction of data processing" in the Information Notice for detailed
information.

4. The result of the legitimate interest assessment and its documentation:

Based on the above, it can be established that the legitimate interest of the data controllers
proportionately restricts the legitimate interest of the data subjects. The processing of the data
subject's personal data is essential for recording telephone conversations with Customer Services,
conducting telephone communication, answering questions, and ensuring data reconciliation — thus
also ensuring the rights of customers and other data subjects — and there are no alternative data
processing solutions involving less personal data processing or other methods available.

Recording of errors reported by the customer via email, the MOL IT and MOL Campus
reporting system, in person or by phone in the ticketing system, recording of requests,

administration of information requests, and handling of related complaints.

=

The legitimate interest of the data controllers:

The scope of the data subjects: Customers and other individuals who communicate with
Customer Service via email or through the MOL IT reporting system.

The nature of the data: The personal data of the data subjects as specified in the Customer
Service's data management information notice: as described in the section "Handling and
responding to written, email, telephone, MOL IT and MOL Campus reporting system, or in-
person reports and requests, as well as handling related complaints."

The purpose of data management: Recording errors reported by the customer via email,
the MOL IT and MOL Campus reporting system, in person or by phone in the ticketing
system for the purpose of correction, recording requests for fulfillment, administering
information requests, and handling related complaints. Handling user reports and requests,
during which MOL IT and its external partners resolve errors, handle device and
authorization requests, software installations, and other IT issues, as well as respond to
related complaints. Storing email messages for the purpose of following up on written
support requests and investigating subsequent complaints. Operating the email system and
ensuring its secure operation, as well as managing technical log data related to system
usage, preventing misuse, and troubleshooting system errors. Outside working hours, this
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also includes handling retail reports, for which more detailed information is available in the
relevant document of the Card Customer Service.

Justification of the legitimacy of the interest, presentation of the legitimate interest: The
processing of personal data specified in the above sections of the Information Notice is
essential for communication with customers and other individuals via written or electronic
correspondence (email), answering questions, and ensuring data reconciliation, for the
more efficient handling of reports and complaints, and to ensure that the necessary
information is available for issues that cannot be resolved immediately. These data
management operations thus constitute the legitimate business interest of the data
controllers, as well as the interest of customers and other individuals engaging with
Customer Services in utilizing the service, handling their reports, and complaints.

The necessity of data processing

Clear and explicit demonstration that data processing is absolutely necessary, suitable,
and proportionate to achieve the interest: The processing of personal data referred to in
point 1 above is essential, undoubtedly suitable, and proportionate for communication with
customers and other individuals via written or electronic correspondence (email),
answering questions, and ensuring data reconciliation. Communication with customers and
other individuals via written or electronic correspondence (email), answering questions,
and ensuring data reconciliation can only be guaranteed through the processing of these
minimally necessary personal data.

Examination of whether there are alternative solutions that are less restrictive for the
data subject, which could achieve the data controller's interest: Are there alternative
solutions that could achieve the goal without processing personal data / with less
personal data processing / with personal data processing in another way?

The processing of the above personal data is absolutely necessary for communication with
customers and other individuals via written or electronic correspondence (email),
answering questions, and ensuring data reconciliation, as communication with customers
and other individuals via written or electronic correspondence (email), answering
qguestions, and ensuring data reconciliation cannot be achieved through alternative
solutions involving less personal data processing or other methods of personal data
processing. Anonymizing personal data or processing less personal data would make it
impossible to communicate with customers and other individuals via written or electronic
correspondence (email), answer questions, and ensure data reconciliation. In line with the
principle of data minimization, the data controllers have already considered during the
assessment of the necessary personal data for communication with customers and other
individuals via written or electronic correspondence (email), answering questions, and
ensuring data reconciliation, and during the development of the relevant procedures, that
only the personal data absolutely necessary to ensure the purpose of data processing
should be processed.
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3. Examination of the effects of data processing and other security measures:

3.1.Examination of the effects of data processing:

e Presentation of the favorable and unfavorable effects of data processing for the data
subject. Does the data processing provide any advantage to the data subject? Does it
negatively affect the data subject or cause harm, intrusive interference with their rights:
Data processing is not restrictive from the perspective of the data subjects. The necessary
processing of personal data during the recording of telephone conversations with Customer
Services, conducting telephone communication, answering questions, and ensuring data
reconciliation provides advantages for customers and other data subjects mentioned above
— through proper communication, answering their questions, and ensuring data
reconciliation. Moreover, the processing of personal data does not involve harassment,
regular additional actions, or intrusive interference with their private life or rights.

e A more detailed examination of the data subject's reasonable expectations at the time of
data collection and whether they could reasonably expect that data processing would
occur due to the legitimate interest: Data subjects receive appropriate information about
data processing on the MOL Group's GDPR website. Additionally, a brief notice is available
at the beginning of the telephone conversation. The detailed text of the brief notice can be
listened to by selecting the appropriate phone menu option or the full text can be read on
the MOL Group's GDPR website.

o The method of data processing, including whether the data may be made public: The
method of data processing is transparent even before the data processing begins, and the
data controllers handle the data in a secure IT environment through employees adequately
trained in data protection and data security issues — see more: the section "People
authorized to access data at the data controller" in the Information Notice. The data
controllers take all reasonable data security measures to ensure that the personal data
processed during the recording of telephone conversations with Customer Services,
conducting telephone communication, answering questions, and ensuring data
reconciliation do not become public and that unauthorized third parties cannot access them
in any way.

e Explanation of how the data controllers provide information to the data subject about
data processing and its interest. Is the information sufficiently clear and explicit? Data
controllers inform the data subject calling Customer Services via an automated message on
the phone line before connecting to the customer service and starting the voice recording
that their call will be recorded. The data subject can listen to an excerpt of the data
management information notice by selecting the appropriate phone menu option. The data
controllers provide detailed information to the data subjects through the Information
Notice — available at the above-mentioned internet access. Additionally, data subjects can
contact the data controllers with their questions through the contact details provided in the
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Information Notice, and they can also contact the data controllers through these contact
details to exercise their data protection rights.

e Explanation of whether the data subject has the opportunity to monitor or object to the
data processing: Data subjects can monitor the data processing according to the present
legitimate interest assessment test and the section "Your rights related to data processing"
in the Information Notice, and they are entitled to exercise their right to object.

3.2.0ther security measures

o Data security measures: See the section "Data security measures" in the Information
Notice.

e Limited duration of data processing: The data controllers, implementing the principle of
purpose-bound data processing, only process the data subject's personal data for as long
as necessary for communication with customers and other individuals via written or
electronic correspondence (email), answering questions, and ensuring data reconciliation,
or as long as the relevant law allows for the enforcement of claims. Thus, MOL IT&Digital
GBS Ltd. retains the materials for 5 years (according to Section 6:22 (1) of the Civil Code and
Sections 286 (1)-(2) of the Labor Code), considering the enforcement of possible civil or
labor law claims by the data controllers and the defense against possible civil or labor law
claims of the data subjects.

e Restriction of access to data: The knowledge of the data subject's personal data is strictly
limited to those employees within the data controllers' organization who need to know the
personal data for communication with customers and other individuals via written or
electronic correspondence (email), answering questions, and ensuring data reconciliation —
see the section "Right to restriction of data processing" in the Information Notice for
detailed information.

4. The result of the legitimate interest assessment and its documentation.

Based on the above, it can be established that the legitimate interest of the data controllers
proportionately restricts the legitimate interest of the data subjects. The processing of the data
subject's personal data is essential for communication with customers and other individuals via
written or electronic correspondence (email), answering questions, and ensuring data reconciliation
— thus also ensuring the rights of customers and other data subjects — and there are no alternative
data processing solutions involving less personal data processing or other methods available.

Data retention related to communication with customers and other data subjects by
Customer Service for the purpose of legal enforcement and successful defense in legal
disputes or administrative proceedings by the data controllers.
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The legitimate interest of the data controllers:

Data subjects: The voice recordings of calls received and made through the Customer
Service call center (telephone exchange) include the voices of employees, employees of
filling station operators, possibly external people, and customer service representatives - in
connection with telephone conversations with Customer Service. Additional data subjects:
customers and other data subjects communicating with Customer Service via electronic
mail or through the MOL IT information reporting system - in connection with written or
electronic correspondence and ticket handling with customers and other data subjects who
are not customers.

Nature of the data: The personal data of the data subjects specified in the Customer Service
data management information: "Data retention related to communication with users,
customers, and other data subjects by Customer Service for the purpose of legal
enforcement and successful defense in legal disputes or administrative proceedings."

Purpose of data management: Data retention related to communication with customers
and other data subjects by Customer Service for the purpose of legal enforcement and
defense against the legal claims of data subjects (e.g., defense in court or administrative
proceedings initiated by them).

Justification of the legitimacy of the interest, presentation of the legitimate interest: The
processing of personal data specified in the above points of the Information is essential for
the enforcement of rights by the data controllers in connection with Customer Service, or
for successful defense in legal disputes or administrative proceedings that may be initiated
by the data subject. Data management operations related to the enforcement of rights and
defense in connection with Customer Service thus constitute the legitimate business
interest of the data controllers. Such a case may be, for example, an ethical procedure
related to a telephone conversation with Customer Service, which is later followed by an
employer's action. This employer's action may later become the subject of a legal dispute,
in which it is essential to clarify the facts that the processed personal data are available.

The necessity of data processing:

Clear and explicit demonstration that data processing is absolutely necessary, suitable,
and proportionate to achieve the interest: The processing of personal data referred to in
point 1 above is absolutely necessary, undoubtedly suitable, and proportionate for the
enforcement of legal claims and defense related to Customer Service. The above legal
enforcement and defense can only be ensured through the processing of these minimally
necessary personal data. Such a case may be, for example, an ethical procedure related to
a telephone conversation with Customer Service, which is later followed by an employer's
action. This employer's action may later become the subject of a legal dispute, in which it
is essential to clarify the facts that the processed personal data are available.

Examination of whether alternative, less restrictive solutions are available from the data
subject's perspective to achieve the data controller's interest: Are there alternative
solutions that can achieve the goal without processing personal data / with less personal
data processing / with other ways of processing personal data?
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The processing of the above personal data is absolutely necessary for the enforcement of
legal claims and defense related to Customer Service, considering that legal enforcement
and defense related to Customer Service cannot be achieved through alternative solutions
involving less personal data processing or other methods of processing personal data.
Anonymizing personal data or processing less personal data would make it impossible to
properly enforce the data controllers' legal claims and adequately defend in legal
proceedings initiated against the data controllers. In line with the principle of data
minimization, the data controllers have already considered during the assessment of the
personal data necessary for the enforcement of claims and defense related to Customer
Service and the development of the internal procedures related to this, that only the
personal data absolutely necessary to ensure the purpose of data processing should be
processed.

3. Examination of the effects of data processing and other security measures:

3.1.Examination of the effects of data processing:

e Presentation of the favorable and unfavorable effects of data processing for the data
subject. Does the data processing benefit the data subject? Does it negatively affect the
data subject or cause harm or intrusive interference with their rights? Data processing is
not disproportionately restrictive from the perspective of the data subjects. The necessary
processing of personal data during the enforcement of legal claims and defense related to
Customer Service can also benefit customers and other data subjects through the effective
resolution of legal disputes related to Customer Service. Additionally, the processing of
personal data does not involve harassment of the data subjects, regular additional actions,
or intrusive interference with their privacy or rights. Ethically questionable behaviors (e.g.,
an employee speaking to a customer service representative in an offensive manner) can
form the basis for employer actions, which is why it is important to thoroughly examine the
circumstances of the case, which is only possible with the knowledge of the processed data.
Therefore, data processing can also have negative consequences for the data subject, such
as in the form of an ethical procedure.

e A more detailed examination of the data subject's reasonable expectations at the time of
data collection and whether they could reasonably expect that data processing would
occur due to the legitimate interest: Data subjects receive appropriate information about
data processing on the Customer Service website. A brief notice is available at the beginning
of the telephone conversation. The detailed text of the brief notice can be heard by
selecting the appropriate phone menu option or read on the website. The MOL Group's
Code of Ethics and Business Conduct, Business Partner Code of Ethics, and the Ethics
Council's Procedural Rules ("Code of Ethics"), which are also referenced in the Information,
are also applicable for the prevention and investigation of fraud and abuse and are publicly
available at the following site: [https://mol.hu/hu/molrol/etika-es-
megfeleles/etika/](https://mol.hu/hu/molrol/etika-es-megfeleles/etika/). Therefore,
customers and other data subjects can reasonably expect data processing related to the
prevention, detection, and investigation of fraud and abuse related to Customer Service, as
well as data processing related to the investigation of behaviors that violate the MOL
Group's Code of Ethics and Business Conduct and the Partner Code of Conduct. The specific
points and legitimate interest assessment test in the Information should be considered
authoritative in this regard.
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e The manner of data processing, including whether the data may be made public: The
manner of data processing is transparent even before the data processing begins, and the
data controllers handle the data in a secure environment through appropriately trained
employees in data protection and data security matters — see more in the Information
"People authorized to access data at the data controller." The data controllers take all
reasonable data security measures to ensure that the personal data processed in
connection with the enforcement of legal claims and defense related to Customer Service
are not made public and that unauthorized third parties cannot access them in any way.
Therefore, the data may be accessed — considering the nature of the relevant procedure
and legal dispute — by the competent authority or court in the given procedure, as well as
other people involved in the procedure (e.g., witnesses, experts).

e Explanation of how the data controllers provide information to the data subject about
data processing and its interest. Is the information sufficiently clear and unambiguous?
The data controllers provide information to the data subjects through the Information — at
the above-mentioned internet access and by selecting the appropriate phone menu option.
As mentioned above, the MOL Group's Code of Ethics, which is applicable for the prevention
and investigation of fraud and abuse, is also available at the above-mentioned internet
access, so data subjects can also learn about its contents even before data processing
begins. In addition, data subjects can contact the data controllers with their questions
through the contact details provided in the Information, and they can also contact the data
controllers through these contact details to exercise their data protection rights.

o Demonstration of whether the data subject has the opportunity to monitor or object to
data processing: Data subjects can monitor data processing according to the legitimate
interest assessment test and the Information "Your rights related to data processing" point,
and they are entitled to exercise their right to object.

3.2.0ther security measures:

e Data security measures: See the Information "Data security measures" point.

e Limited duration of data processing: The data controllers, implementing the principle of
purpose-bound data processing, only process the personal data of the data subject as long
as necessary. Thus, MOL IT&Digital GBS Kft. retains documents related to communication
by Customer Service (e.g., emails, letters, paper-based inquiries) and other inquiries for 5
years after their receipt by Customer Service (in the case of emails, after they become
accessible, in the case of telephone conversations, after they are recorded) (according to
Section 6:22 (1) of the Civil Code and Sections 286 (1)-(2) of the Labor Code), considering
the enforcement of possible civil or labor law claims by the data controllers and the defense
against possible civil or labor law claims by the data subject.

o If the processing of personal data is necessary for defense in court or administrative
proceedings initiated by the data subject or for the enforcement of the data controllers'
legal claims, the data controllers are entitled to process the personal data of the data
subject until the final conclusion of the procedure or the enforcement of the legitimate
interest in another way, based on their legitimate interest (Article 6 (1) (f) of the GDPR),
and - if it is not necessary to retain the entire written or electronic document recording the
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data - they are entitled to make an extract of the document according to the necessary
scope of data.

e Restriction of access to data: The knowledge of the personal data of the data subject is
strictly limited to those employees within the organization of the data controllers who need
to know the personal data of the data subject for the enforcement of legal claims and
defense related to Customer Service - see the Information "Right to restrict data
processing" point for detailed information.

4. The result of the legitimate interest assessment and its documentation:

Based on the above, it can be established that the legitimate interest of the data controllers
proportionately restricts the legitimate interest of the data subjects. The processing of personal data
of the data subject is absolutely necessary for the enforcement of legal claims and defense related
to Customer Service, and there are no alternative data processing solutions involving less personal
data processing or other methods available for its implementation.
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