
 

 

C2 - INTERNAL 

C2 - INTERNAL 

Summary of the data protection notice regarding the data processing activities 

related to the IT and Campus Customer Service ("Customer Service") of MOL 

IT&Digital GBS Ltd. 

 

I. Data Processing Purposes 

 

MOL IT&Digital GBS Ltd. and MOL Plc.1 process the personal data of the company's employees, the 

employees of the filling station operator partners, possibly external people (in case of requesting access 

rights to the MOL Group's IT systems), and the employees or other people working at the MOL Campus 

(who visit the MOL Campus customer service), as well as the personal data of the customer service staff 

in connection with the activities of the IT and Campus customer service of MOL IT&Digital GBS Ltd. 

(hereinafter referred to as "Customer Service"). The data controllers summarize the most important 

information related to their data processing operations and the rights of the data subjects in this short 

notice to assist the data subjects in obtaining information. However, this notice cannot be considered 

comprehensive; the relevant text of the notice can be listened to by selecting the appropriate phone menu 

option, and the full text can be viewed on the MOL IT Portal. 

 

1. The purpose of data processing: recording telephone conversations with the IT and Campus 

Customer Services of MOL IT&Digital GBS Ltd. for the purpose of correcting errors reported by 

the customer by phone, fulfilling requests, answering information requests, administering 

these, and handling related complaints. 

 

Handling user reports and requests, during which MOL IT and its external partners resolve errors, 

manage device and access requests, software installations, and other IT issues, as well as respond 

to related complaints.  

Outside of working hours, handling retail reports, for which more detailed information can be 

found in the relevant document of the Card Customer Service. 

 

The legal basis for data processing: Article 6(1)(f) of the GDPR (data processing is necessary for the 

purposes of the legitimate interests pursued by MOL IT&Digital GBS Ltd. and MOL Plc.).  

The legitimate interest of the data controllers: more efficient handling of reports and complaints, 

ensuring that the necessary information is available for cases that cannot be resolved immediately.  

Scope of processed data: audio recordings of calls received and made through the Customer Services 

call centers. The recordings include the voices of employees, employees of filling station operator 

partners, possibly external people, and customer service staff.  

In case of reports, the following may also be recorded: name, phone number, voice, email address, call 
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identification number, information provided during the call, information provided in the ticket, user ID 

in the computer system, diagnostic and IT device identifiers (e.g., serial number, IP address, access card 

EPC code, MOL ID, network name, MAC address, SAP device number, IMEI number, MEID, ICCID, eID, 

SMBIOS GUID, license key), employee number, name of the supervisor, position, location, employer, 

organizational unit, digital certificate data, PIN code used for printing, company name, personal vehicle 

license plate number.  

Source of data: the data subject and the MOL registration system.  

Duration of data processing: MOL IT&Digital GBS Ltd. retains the audio recording and related personal 

data for 5 years for the enforcement of possible civil or labor law claims by MOL IT&Digital GBS Ltd. or 

MOL Plc. (according to Section 6:22(1) of Act V of 2013 on the Civil Code). This includes the application 

of labor law measures against the employee performing customer service tasks or the employee calling 

the IT customer service, as well as defense against possible civil or labor law claims by the data subjects.  

Further details can be found under the data processing purpose "Retention of data related to 

communication with users and other data subjects by the Customer Service for the purpose of legal 

enforcement and successful defense in legal disputes or administrative proceedings." 

 

2. The purpose of data processing: recording errors reported by the customer via email, the MOL 

IT and MOL Campus reporting system, in person, or by phone in the ticketing system for the 

purpose of correction, recording requests for their fulfillment, administering information 

requests, and handling related complaints. 

 

Handling user reports and requests, during which MOL IT and its appointed external partners 

resolve errors, manage device and access requests, software installations, and other IT issues, as 

well as respond to related complaints.  

Storing email messages for the purpose of tracking support requests submitted in writing and 

investigating subsequent complaints.  

Operating the email system and ensuring its secure operation, as well as managing technical log 

data related to system usage, preventing misuse, and troubleshooting system errors.  

Outside of working hours, handling retail reports, for which more detailed information can be 

found in the relevant document of the Card Customer Service (available on the mol.hu website). 

 

The legal basis for data processing: The legal basis for data processing is Article 6(1)(f) of the GDPR (data 

processing is necessary for the purposes of the legitimate interests pursued by MOL IT&Digital GBS Ltd. 

and MOL Plc.).  

The legitimate interest of the data controllers: more efficient handling of reports and complaints, 

ensuring that the necessary information is available for cases that cannot be resolved immediately.  

Scope of processed data: name, phone number, email address, email content, email attachments, email 
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subject, email history, names and email addresses of additional email recipients, call identification 

number, information provided during the call, information provided in the ticket, user ID in the computer 

system, diagnostic and IT device identifiers (e.g., serial number, IP address, access card EPC code, MOL 

ID, network name, MAC address, SAP device number, IMEI number, MEID, ICCID, eID, SMBIOS GUID, 

license key), employee number, name of supervisor, position, location, employer, organizational unit, 

digital certificate data, PIN code used for printing, company name, personal vehicle license plate number.  

Source of data: the data subject and MOL's record-keeping system.  

Duration of data processing: MOL IT&Digital GBS Ltd. retains the work order created from the report or 

request, as well as the email or letter forming the basis of this, for 5 years (according to Section 6:22(1) 

of the Civil Code), for the enforcement of any civil or labor law claims of MOL IT&Digital GBS Ltd. or MOL 

Plc. (e.g., taking labor law measures against the employee performing customer service tasks or the 

employee sending a complaint to the IT customer service), as well as for defense against any civil or labor 

law claims of the data subjects. The data will be deleted in the second week of December of the 5th year 

from their recording or receipt. 

 

3. The purpose of data processing: To prevent, detect, and investigate fraud and abuse related 

to reports, and to examine behaviors that violate the MOL Group's Code of Ethics and Business 

Conduct and the Partner Code of Conduct. 

 

Description and legal basis of data processing: The MOL Group's Code of Ethics and Business Conduct, 

the Business Partner Code of Ethics, the Ethics Council's Rules of Procedure ("Code of Ethics"), and the 

related data processing information, which are available on the mol.hu website, are applicable for the 

prevention and investigation of fraud and abuse. 

 

4. The purpose of data processing: the retention of data related to communication between the 

Customer Service and users or other stakeholders for the purpose of legal enforcement, as well 

as successful defense in legal disputes or administrative proceedings. 

 

Description and legal basis of data processing: The legal basis for data processing is Article 6(1)(f) of the 

GDPR (data processing is necessary for the purposes of the legitimate interests pursued by MOL 

IT&Digital GBS Ltd. and MOL Plc.).  

The legitimate interest: enforcement of claims by MOL IT&Digital GBS Ltd. and MOL Plc., and successful 

defense in any legal disputes or administrative proceedings that may be initiated by the data subject.  

Scope of processed data: all personal data specified for the previous data processing purposes.  

Source of data: the data subject.  

Duration of data processing: The Company retains documents related to communication conducted by 

the Customer Service (e.g., emails, letters, paper-based inquiries) and other inquiries for 5 years 

following their receipt by the Customer Service (in the case of emails, their availability, in the case of 
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phone calls, their recording). For people employed by the Company, the retention period is 3 years (5 

years in the case of claims for compensation for damage caused by a criminal offense or for the payment 

of damages related to a violation of personality rights; if the statute of limitations for criminal liability is 

longer, for the corresponding period) (according to Section 6:22(1) of the Civil Code and Section 286(1)-

(2) of the Labor Code) - for the enforcement of any civil or labor law claims of MOL Plc. and MOL 

IT&Digital GBS Ltd., as well as for defense against any civil or labor law claims of the data subject. The 

data will be deleted no later than the second week of December of the 5th year from their recording or 

receipt (in accordance with the operational feasibility criteria, considering that any other timing would 

cause disproportionate harm to the Company).  

If the processing of any personal data is necessary for defense in a court or administrative proceeding 

initiated by the data subject or for the enforcement of the legitimate interests of MOL IT&Digital GBS 

Ltd. or MOL Plc., MOL IT&Digital GBS Ltd. or MOL Plc. is entitled to process the personal data of the data 

subject until the final conclusion of the proceeding or the enforcement of the legitimate interest by other 

means (e.g., out-of-court settlement) based on its own legitimate interest (Article 6(1)(f) of the GDPR), 

and if it is not necessary to retain the entire written or electronic document recording the data, it is 

entitled to make an extract of the necessary data from the document.  

Detailed information about the data controllers and data processors for each data processing purpose, 

as well as those entitled to access the data, can be found in the above-mentioned information notice. 

 

 

II. The rights of data subjects related to data processing. 

 

1. Right to information: If the Company (including any of the above data controllers for the 

purposes of this Section II and its sub-sections) processes personal data relating to the data 

subject, the Company is obliged to provide the data subject with information on the main 

characteristics of the data processing, even without a request from the data subject. 

2. Right of access: The data subject has the right to receive feedback from the Company as to 

whether their personal data is being processed, and if such data processing is in progress, 

they have the right to access the personal data and certain information related to the data 

processing. Upon the data subject's request, the Company will provide a copy of the 

personal data undergoing processing. For any additional copies requested by the data 

subject, the Company may charge a reasonable fee based on administrative costs. 

3. Right to rectification: The data subject has the right to request the Company to rectify 

inaccurate personal data concerning them without undue delay. 

4. Right to erasure: The data subject has the right to request the Company to erase personal 

data concerning them without undue delay if certain conditions are met. Among other 

things, the Company is obliged to erase the data subject's personal data upon their request 

if the personal data is no longer necessary for the purpose for which it was collected or 

otherwise processed; if the data subject withdraws their consent on which the processing is 

based and there is no other legal basis for the processing; if the personal data has been 

unlawfully processed; if the data subject objects to the processing and there are no 

overriding legitimate grounds for the processing; and if the personal data must be erased to 
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comply with a legal obligation under Union or Member State law to which the Company is 

subject. 

5. Right to restriction of processing: The data subject has the right to request the Company to 

restrict processing if one of the following applies:  

 

a) The data subject contests the accuracy of the personal data, in which case the 

restriction applies for a period enabling the Company to verify the accuracy of the 

personal data;  

b) The processing is unlawful, and the data subject opposes the erasure of the personal 

data and requests the restriction of its use instead;  

c) The Company no longer needs the personal data for the purposes of processing, but 

the data subject requires it for the establishment, exercise, or defense of legal 

claims; or  

d) The data subject has objected to processing; in this case, the restriction applies 

pending the verification of whether the Company's legitimate grounds override 

those of the data subject. 

 

6. Right to object: The data subject has the right to object at any time, on grounds relating to 

their particular situation, to the processing of personal data concerning them which is based 

on the Company's legitimate interests. In this case, the Company will no longer process the 

personal data unless the Company demonstrates compelling legitimate grounds for the 

processing which override the interests, rights, and freedoms of the data subject or for the 

establishment, exercise, or defense of legal claims. 

7. Framework for exercising rights: The Company will inform the data subject without undue 

delay, but in any event within one month of receipt of the request, of the measures taken 

in response to the request concerning the rights listed above. In the event of a violation of 

their rights related to personal data, the data subject may contact the National Authority 

for Data Protection and Freedom of Information (NAIH) or seek legal remedy in court. 


